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2021 8 17 Security Magazine Dr. Brian Gan

ñThe Tokyo Olympics are a cybersecurity success storyò

the Tokyo Olympics have been a real success story from a cybersecurity perspective

Over the course of these games, itôs become increasingly clear that the organizers did indeed 

exercise preventative measures and that despite the challenges and limitations of holding an 

Olympics during a pandemic, the Tokyo Olympics have been a real success story from a 

cybersecurity perspective. Organizers of all large-scale, televised sporting eventsðand indeed 

just all organizations in generalðshould look to this yearôs games as a model to emulate.

The Best Kind of Defense, having the Right People in Place, and Going on the Offensive

https://www.securitymagazine.com/articles/95880-the-tokyo-olympics-are-a-cybersecurity-success-story
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Improving the Nationôs Cybersecurityò
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https://www.ipa.go.jp/files/000057365.pdf

NIST SP800- 171

É

SP800-171

DFARS

CUI Controlled Unclassified Information 

É

AIAG

DoD Cybersecurity Maturity 
Model Certification (CMMC)

DFARS
(Defense Federal Acquisition Regulation Supplement

) 
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SolarWinds

ÂSolarWinds Orion Platform

Microsoft, Cisco, FireEye 18,000

Â 2020 3 6 ?

Â 2020 3 9

Â
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SBoM

SBoM: Software Bill of Materials 
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2021 5 8

7

2021 5 14

5

https://www.nikkei.com/article/DGXZQOGN084D30Y1A500C2000000/ https://www.nikkei.com/article/DGKKZ

O71878100U1A510C2MM0000/

2021 6 3

https://www.nikkei.com/article/DGKKZO72530410S1A600C2TB1000/

2022 2 28

28 3 1 14 28

https://www.nikkei.com/article/DGXZQOFD289MK0Y2A220C2000000/
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ü

CNBC The Biden administration is urging corporate executives and 

business leaders to take immediate steps to prepare for ransomware 

attacks, warning in a new memo that cybercriminals are shifting from

stealing data to disrupting core operations.
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ÂSolarWinds

Orion Platform

SolarWinds

A B C D

Microsoft, Cisco, 
FireEye 18,000



¸

¸ 14028

¸NIST Definition of Critical Software
Under Executive Order (EO) 14028, 
2021/6/25

¸

¸ SBoM

SolarWinds
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Â Lloydôs of London

Cloud Down ïImpacts on the US economyò2018
https://www.lloyds.com/~/media/files/news- and- insight/risk- insight/2018/cloud- down/aircyberlloydspublic2018final.pdf

¸ = 3 3 6
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NY

http://www.bousai.go.jp/jishin/nankai/tai
saku_wg/pdf/20130318_kisha.pdf
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https://www.iisec.ac.jp/
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